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Abstract
Today’s unmanned aerial drones are only a step towards greater automation and
autonomy in military technology. In the future, a growing number of combat operations
will be carried out by autonomous weapon systems (AWS) which no longer rely on
direct human input. Taking humans out of the loop has the potential to disrupt
fundamental assumptions of international humanitarian law.
The paper addresses this development towards greater autonomy along three
dimensions: legal, ethical and political concerns. First, it analyzes the potential
dehumanizing effect of AWS with respect to two cornerstones of international
humanitarian law: the principle of distinction and the principle of proportionality. It
argues that only in the rarest of circumstances can AWS be employed in light of the
legal constraints inherent in these two principles. Moreover, the paper explores the
dehumanization of international humanitarian law through the question of criminal
responsibility for the conduct of AWS: who is to be held responsible should the action of
an AWS lead to war crimes or crimes against humanity? AWS may dilute personal
responsibility diluted to the point that deterrent effects for those that decide to deploy an
autonomous weapon system are threatened to vanish. The paper will explore to what
extent personal responsibility can be established at various stages of the design and
deployment of AWS.
In a second step, the article turns to ethical questions. It explores the advantages and
disadvantages of the deployment of AWS, independent of the legal considerations
AWS. Authors from various fields, most prominently engineers and philosophers, have
weighed in on this debate, but oftentimes without linking their discourse to the legal
questions outlined above. This paper fills this gap by bridging these disparate
discourses and suggests that there are important ethical reasons that militate against
the use of AWS on ethical grounds.
Third, the article argues that the limitations on how force can be used constitute
important barriers in deciding whether to enter an armed conflict. The introduction of
AWS can substantially lower the risk that soldiers are exposed to although it does not
eliminate it. This alteration of the risk calculus can make the decision over whether to
engage in a conflict politically more palatable to the wider public and less risky for the
political decision-makers.

Article
I. Introduction
In a seminal article published in the American Journal of International Law in 2000,
Theodor Meron, the current President of the International Criminal Tribunal for the
former Yugoslavia, expressed his hope that the direction of international humanitarian
law could undergo a development towards conducting combat in a more humane
fashion.1 This assessment was based on the inroads that had – maybe only apparently
– been made in the aftermath of the human rights tragedies in the former Yugoslavia
and Rwanda and the subsequent installation of international criminal tribunals in the
1990s. Since the publication of the article, numerous new conflicts have broken out.
More importantly, some of the fundamental assumptions underlying the conduct of
armed conflict have been put into question. We are witnessing changes with regard to
the adversaries that fight one another – consider the rise of what has been labeled
“asymmetric warfare”.2 Moreover, the means with which armed conflict is being carried
out has undergone significant modifications already with more, and potentially more
transformative, changes yet to come.
One of the most important modifications is already well underway – and has come
under some scrutiny. So-called unmanned aerial vehicles (UAVs) have taken on a vast
and increasing number of reconnaissance missions. A smaller number of missions carry
out armed attacks, with the operators of either type of mission connecting to their
1
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aircraft via satellite link from thousands of miles away.3 Similar attempts have been
made by militaries around the world not only with respect to UAVs, but also regarding
sea and land warfare. All of these examples – whether they operate in the air, on sea or
on the ground – share one characteristic. These unmanned systems (UMS) are the
visible piece of a network that – at least until this point – still operates with direct human
input.

Building on these first steps towards greater autonomy for weapons systems, the next
generations of UMS are designed to operate wholly independently from human input.
The report specifically states that “the level of autonomy should continue to progress
from today’s fairly high level of human control/intervention to a high level of autonomous
tactical behavior that enables more timely and informed human oversight”.4 From target
selection to acquisition and the decision whether to employ weapons systems in the
particular moment in time and in that case which one, UMS are designed to be in a
position to carry out their missions in an autonomous fashion.

This changes the assumptions on which the law of armed conflict (international
humanitarian law) is based and has the potential to alter fundamentally the perceptions
of the law of armed conflict. The paper addresses this development in the context of the
3

See ___ below for a more detailed description of the current use of UAVs.
Department of Defense, FY 2009-2034 Unmanned Systems Integrated Roadmap, at
http://www.acq.osd.mil/psa/docs/UMSIntegratedRoadmap2009.pdf, 27-36. Ibid., 27. For a report, giving
UMS a more independent role, but mindful of the potential consequences of letting UMS making lethal
decisions, see United States Air Force, United States Air Force Unmanned Aircraft Systems Flight Plan
2009-2047, at http://www.govexec.com/pdfs/072309kp1.pdf, 41.
4

dehumanization of the international humanitarian law. In a first step, it retraces the
history of autonomous weapons and differentiates future generations of autonomous
weapon systems (AWS) from the current generation of weapons (II.). It subsequently
deals with the potential effect of UMS with respect to two cornerstones of the
international humanitarian law: the principle of distinction and the principle of
proportionality. It argues that from a legal perspective UMS can be employed only in the
rarest of circumstances in light of the legal constraints inherent in these two principles.
Thus, their potential deployment is limited to such an extent as to render them useless.
Moreover, the article argues that another bedrock principle of the international
humanitarian law, the principle of personal responsibility, may be undermined by the
introduction of AWS (III.). The two subsequent sections deal with the ethical (IV.) and
political (V.) ramifications of the deployment of AWS and provide context to the legal
considerations. Through widespread use of AWS, personal responsibility is diluted to
the point that deterrent effects – both with respect to individual decisions over a
particular mission, but also the decision of engaging in armed conflict – are threatened
to vanish. Part VI. contains concluding observations.

II. The Road to and Degrees of Autonomy
1. Historical Development
Serious attempts at creating unmanned weapon systems have been made since the
end of the 19th century. Nikola Tesla constructed and patented the first remotely
operated boat capable of carrying an ordinance, though the device was never put into

service.5 The so-called Kettering Bug, a pilotless bi-plane carrying explosives and
developed after WW I, was also never deployed because of reliability issues.6 The
German army deployed a land-based cable-operated device during WW II called
Goliath, although it too was not considered to be a successful system.7 Nevertheless,
some already predicted at the time that unmanned systems would at some point be put
to widespread use. US Army Air Corps General Henry H. Arnold stated that while his
war may have been fought by “heroes flying around in planes”, future wars “may be
fought by airplanes with no men in them at all”.8

In hindsight, this prediction was premature, but the advances in remotely-operated
systems through innovations in advanced navigation and communications technologies
as well as the necessary satellite communication abilities allowed for a sharp increase
of the use of UMS, first in the air and increasingly on the ground and in marine
environments as well. Beginning in the 1970s, remotely operated airplanes were used
5
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on a regular basis when Israel used UAV for the first time in the Lebanon’s Bekaa
Valley.9 Further development was slow until the 1990s after which the number of UAV
has risen steadily. Since the late 1980s, the number of airborne UMS deployed by the
United States military has risen from 167 in 2002 to over 7,000.10 At the same time, the
expenditures for UAVs for the US military alone have risen from US$ 667 million to
US$3.9 billion between FY 2001 and FY 2012 for procurement and development
funding.11 This number can be expected to rise significantly given the apparent proclivity
of lawmakers to expand the use of unmanned systems.12 Globally, the total
expenditures for military UAVs – including research and development as well as
procurement – is expected to increase significantly from the current levels of roughly
US$ 6 billion to more than US$ 11 billion by 2020.13

Not only has the number of vehicles and the amount of money increased over the
years, their actual use in combat has seen a steady increase as well. First used almost
exclusively in a surveillance role as was the case in Kosovo, UAVs have increasingly
taken on combat roles as evidenced most prominently in the conflict in Afghanistan as
9
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well as other countries.14 According to industry lobbyists, the importance of UAVs is
considerable: “every second of every day, 40 Predator-series aircraft are airborne
worldwide, while the hours that various UAVs by the Air Force are in operation has
more than tripled between 2006 and 2009, then standing at 295,000 hours per year”.15

These figures show that there has been a steady – and accelerating – increase in the
use of UAVs in particular over the last years. However, it is important to distinguish
between different levels of autonomy, at least for conceptual purposes. For the
purposes of this article, the different types of unmanned systems are grouped into three
different categories: remotely-operated systems, automated systems and systems
which actually function autonomously. The distinction serves an important purpose,
namely to separate the existing weapon systems which are either automated or
remotely operated from those that function in an autonomous manner. Each of these
categories implies different legal questions as there is not only a longer track record of
the automated and remotely operated weapons, but unlike autonomous weapon

14
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systems, there is also a human operator in the loop.16 The distinction is complicated by
the fact that unmanned systems may operate in more than one and indeed all three
operating modes.

2. Variations of Autonomy: From remote control and automation to autonomy
As pointed out above, it is crucial to distinguish between different degrees of autonomy.
While these differentiations are difficult to maintain in certain situations given the ability
of different weapon systems to operate under each category, it is important to
remember that each subset faces different challenges.

Remote controlled systems are, as shown above not new. Their use however has
greatly proliferated, as evidenced by the combat operations in Afghanistan.17 Examples
of systems currently in operation include the MQ-1 Predator and MQ-9 Reaper, which
are capable of carrying weapons and are carrying out combat missions. It is these
vehicles which have garnered the strongest public debates.18 Most such systems are
operated from ground bases and communicate over satellite with their ground stations,
sometimes at a considerable distance. In addition to these larger aerial systems, a
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considerable variety of smaller vehicles exist that are designed to be man portable,
typically carrying out short-distance reconnaissance missions and operated by ground
forces from portable devices.19 Land based systems are often used for explosive
ordinance detection (EOD), although increasingly UGVs are used for reconnaissance,
surveillance and target acquisition.20 Marine systems are also in operation, though
submarine vehicles face additional hurdles communicating under water.21 It has been
argued that the use of remotely operated UMS allows for longer reconnaissance and
more precise targeting and thus a reduction in civilian casualties,22 though there are
also reports that the use of remotely operated systems increases because of the
reduction of the risk to one’s own soldiers allows for attacks that would otherwise not
have been carried out.23 Other criticisms have centered on the potential for information
overload as well as the fact that the physical and emotional distance that is created by
remotely operated systems may lead to an increased propensity of attacks.24 This type
of system retains human involvement in the decision of whether to attack and how to
19
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attack, although one operator may command more than one vehicle at a time.25 In this
scenario there is thus a clear line of responsibility as to who carries out the attack.

Automated systems have similarly been deployed for quite a long time. An early
example of such systems is the V-1 and the V-2 rockets that the German military fired at
the United Kingdom during WW II.26 More modern examples include automated sentry
guns as well as sensor-fused ammunition.27 Moreover, surveillance systems, such as
the Global Hawk, fall into this category.28 Capable of staying in the air for over 30 hours
and flying in altitudes of up to 65,000 ft it carries out surveillance missions in either an
automated or remote control fashion.29 While such systems do not require a human to
command the weapon system, there is still often very considerable human involvement
prior to deployment. Once that process is complete however, these systems are
capable of independently detecting the threat they are designed to counter and fire or
detonate following certain cues. It is these cues that raise concerns with these systems,

25

Department of Defense, FY 2009-2034 Unmanned Systems Integrated Roadmap, at
http://www.acq.osd.mil/psa/docs/UMSIntegratedRoadmap2009.pdf, 7 and 28.
26
P. W. Singer, Wired for War: The Robotics Revolution and Conflict in the Twenty-first Century 47-48
(Penguin Press. 2009).
27
Elizabeth Quintana, The Ethics and Legal Implications of Military Unmanned Vehicles, Royal United
Services Institute for Defence and Security Studies, at
http://www.rusi.org/downloads/assets/RUSI_ethics.pdf, 1; Ronald C. Arkin, Governing Lethal Behavior in
Autonomous Robots 10-27 (CRC Press. 2009); Darren M. Stewart, New Technology and the Law of
Armed Conflict, in International Law Studies (Blue Book) Series, Vol. 87: International Law and the
Changing Character of War, 271, 276 et seq. (Raul A. Pedrozo & Daria P. Wollschlaeger eds., 2011).
28
Darren M. Stewart, New Technology and the Law of Armed Conflict, in International Law Studies (Blue
Book) Series, Vol. 87: International Law and the Changing Character of War, 271, 276 et seq. (Raul A.
Pedrozo & Daria P. Wollschlaeger eds., 2011).
29
Elizabeth Quintana, The Ethics and Legal Implications of Military Unmanned Vehicles, Royal United
Services Institute for Defence and Security Studies, at
http://www.rusi.org/downloads/assets/RUSI_ethics.pdf, 1-2.

thereby implicating the principle of proportionality according to which one has to
distinguish between military and civilian targets.30

The final category consists of autonomous weapon systems (AWS). AWS, unlike
remote controlled systems and automatic systems, do not depend on human input
either during or immediately prior to their deployment. What distinguishes their
functioning is the ability to independently operate and engage targets without being
programmed to specifically target an individual object. This ability to independently react
to a changing set of circumstances is at the very core of the definition of autonomy in
the context of AWS. While there is still some human involvement prior to sending an
AWS on a mission (e.g. refueling and arming), an AWS will be capable to carry out a
mission with a much higher degree of independence and indeed autonomy.31 Decisions
over which targets to engage and how and when to carry out an attack would be left to
the software which has been programmed in such a manner to be able to deal with a
myriad of situations and a changing set of circumstances. Whether or not it will be
possible to program such systems in a way that puts them in conformity with the
existing rules of international humanitarian law – specifically the requirements of the
principles of distinction and proportionality32 – remains to be seen. Unlike remotely
operated and automated systems, AWS have so far not been deployed in combat. More
importantly however, AWS represent a major shift in not only how wars will be fought,
but also in how we conceive of armed conflict. Moreover, their introduction into the
30
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modern battle space may make it considerably more complicated to assign
responsibility to the action taken by an AWS – an aspect that AWS do not share with
either remotely operated or automated systems. As discussed below, whether to assign
responsibility to the programmer, to the decision-makers who allowed AWS to be used
in the military, the commanding officers on a tactical or strategic level or the soldiers
that actually deploy them is a question that will need to be addressed.

III. Legal Challenges to Autonomous Weapon Systems
The main challenges facing AWS from a legal perspective are twofold: on one hand,
AWS will have to comply with the principle of distinction, on another they will have to be
able to carry out the equally, if not more, demanding task of complying with the principle
of proportionality. Other provisions in AP I will also be applicable, such as verifying that
AWS will comply with the requirements of Article 36 AP I, mandating that prior to the
deployment of any weapon system, each State Party has to determine whether the
employment of a new weapon, means or method of warfare that it studies, develops,
acquires or adopts would, in some or all circumstance, be prohibited by international
law. This section, following a brief introduction locating these principles within
international humanitarian law (1.), focuses on the principle of distinction (2.) and the
principle of proportionality (3.) and attempts to outline the challenges that the
introduction of AWS into any combat roles brings about.

1. Introduction
International humanitarian law has been developed in great detail in a number of areas,
including what types of weapons are permissible for use in armed conflicts and what
types of targets are legitimate.33 While there is a number of other areas that cabin the
use of unmanned systems, this section focuses on the rules that apply to both
international and non-international armed conflict.34 By doing so it will also attempt to
delineate whether the current rules of international humanitarian law are sufficient to
deal with the paradigm embodied by AWS. If it turns out that the functional approach
taken by the body of IHL – i.e. one that does not focus on a single weapon systems or
technology – is adequate to deal with this new paradigm, then there may not be a need
for a new legal framework.35

The basic premise applicable with respect to the two principles in question is laid down
in Article 48 AP I:

33
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“In order to ensure respect for and protection of the civilian population and
civilian objects, the Parties to the conflict shall at all times distinguish between
the civilian population and combatants and between civilian objects and military
objectives and accordingly shall direct their operations only against military
objectives.”
This very general and abstract rule is fleshed out in subsequent provisions, comprising
the cornerstone of the protection of civilians in the international humanitarian law – the
principle of distinction and the principle of proportionality. Both are important elements
in determining military necessity. Furthermore, there is an underlying element that
permeates the international humanitarian law that will be dealt with subsequently,
namely that combat be carried out in a humane fashion.

The following analysis takes account of the international humanitarian law as it can be
described today. It has been described as a tension between the elements of military
necessity and humanity.36 There is considerable disagreement where on this continuum
the balance should be struck. There is also disagreement to what degree extant
circumstances such as advances in military technology, the acceptability of civilian
casualties in the court of public opinion37 and potentially more fundamental changes –

36
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e.g. in the role accorded to state sovereignty38 – may influence how this balance may
have to be struck.39 Indeed, the tendency in interpreting this area of the law appears to
be a move towards a less military-centric approach and rather one that takes
humanitarian considerations into account to a greater extent than ever before.40 This
may already be evident by the change in designation that this legal field has undergone
– from “law of war” to “law of armed conflict” and now “international humanitarian law”.41
This is somewhat counterintuitive given the large-scale atrocities that the international
community has witnessed in places such as Cambodia, Somalia, the former Yugoslavia,
Sierra Leone, Afghanistan and the Congo – all of which have seen civilians being the
center of military action.

There are numerous other rules that may further cabin the ability of military personnel,
such as the Rules of Engagement (RoE) of a particular military. These may differ over
time as evidenced by the changing RoE in place between different conflicts or even
during a conflict. The behavior of any AWS would have to replicate such differing rules –
assuming that the RoE remain within the permissible framework of the international
38
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humanitarian law. This means that AWS have to be programmed to conform to different
levels of aggressiveness, all of which have to be commensurate with the applicable
rules of international humanitarian law. A recent example of such a change occurred in
Afghanistan when, due to pressure from the Afghanistan government and after a
number of strikes that targeted civilian objectives, military forces changed their own
behavior considerably.42 Any program employed would have to be constructed in a way
to be able to conform with such policy decisions, which may vary considerably under
different circumstances, and may be subject to change within the same conflict
scenario.43

UMS must be able to operate in light of the principle of distinction as well as the
principle of proportionality. This means that the applicable rules must be converted into
a digital format that a computer applies in a given situation. And while a number of civil
law countries’ legal systems have attempted to make forays into this area, the
convoluted nature of armed conflict poses challenges that go beyond the disputes that
ordinary courts have to contend with. Computers are traditionally better at dealing with
quantitative elements than with qualitative assessments. While there have been

42

See generally Michael N. Schmitt, Targeting and International Humanitarian Law in Afghanistan, 39
ISRAEL YEARBOOK ON HUMAN RIGHTS 307, 312 et seq. (2009). For a theoretical exposition of how legal
rules may change over time, including in the context of the LOAC, see ANTHONY D’AMATO, International
Law, Cybernetics, and Cyberspace, in Computer Network Attack and International Law - Naval War
College International Law Studies "Blue Book", 59 (FIND YEAR). For news report about this change, see
Carlotta Gall, Afghan President Assails U.S.-Led Airstrike That He Says Killed 95, N.Y. TIMES, Aug. 24,
2008, at A6. These developments have contributed to a dramatic increase in the NATO forces' demand
for UAVs and critical UAV surveillance capabilities. See David Ignatius, What a Surge Can't Solve in
Afghanistan, WASH. POST, Sept. 28, 2008, at B7 (noting that Secretary of Defense Robert Gates has
pushed for a major increase in ISR assets in Afghanistan); Anna Mulrine, Drones Fill the Troops Gap in
Afghanistan, U.S. NEWS & WORLD REP., Sept. 25, 2008, at 30.
43
Afghanistan C.J. Chivers, A Changed Way of War in Afghanistan’s Skies, 16 January 2012, A1.

impressive advances in cognitive technologies, it remains to be analyzed whether the
principles of distinction and proportionality can safely be entrusted to a digital code. This
is even more important in light of the fact that these considerations are multi-faceted
and require that a plethora of factors be taken into account and weighed against one
another, including elements of conscientiousness and in which technological advances
are only in their infancy.

2. The Principle of Distinction
The principle of distinction mandates that any military action must distinguish between
combatants and civilians as well as between military and civilian objects. This distinction
between a person and an object that possesses a military character as opposed to one
that is of a civilian character therefore takes on crucial importance. Importantly,
international humanitarian law operates under the assumption that an individual who
does not qualify as a combatant is to be considered as a civilian. This bedrock principle
of international humanitarian law was already incorporated into the earliest international
instrument in the field of international humanitarian law, the 1868 St. Petersburg
declaration.44 It subsequently found inclusion into the Hague Convention Respecting the
Laws and Customs of War on Land through its annex,45 and finally into the additional
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protocols to the 1949 Geneva Conventions. Additional Protocol I, applicable in
international armed conflicts, as well as Additional Protocol II, applicable in noninternational armed conflicts, contain the principle of distinction.

The former enshrines this general rule in Article 48 AP I which are refined in subsequent
provisions, namely by outlawing the targeting of individual civilians,46 unless they take a
direct part in hostilities,47 the targeting of historic monuments, works of art or places of
worship.48 Moreover, AP I prohibits not only attacks on civilians or objects of a civilian
nature, but goes further by prohibiting attacks that are “indispensable to the survival of
the civilian population”, as well as the natural environment and ‘installations containing
dangerous forces’.49 In addition, AP I contains provisions that prohibit certain methods
of attack, namely those that are by their nature indiscriminate.50 These rules are an
expression of the idea that underlies IHL, i.e. that not only must an attacker distinguish
between civilian and military targets, but an attacker must do so in a discriminatory
fashion. This would mean that if all that is available for attack is a weapon system that is
“Thinking it important, with this object, to revise the general laws and customs of war, either with a
view to defining them with greater precision or to confining them within such limits as would mitigate
their severity as far as possible”
or
“these provisions, the wording of which has been inspired by the desire to diminish the evils of war,
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designed to destroy a large-scale target, an attack can only be carried out in a fashion
that adheres to these principles.

These rules are not only contained in treaty law, but are generally held to form part of
customary international law as well. The ICJ’s Nuclear Weapons Advisory Opinion
posited that the principle of distinction was of utmost importance when it considered the
principle of distinction to be among “a great many rules of humanitarian law applicable
in armed conflict [that] are […] fundamental to the respect of the human person and
‘elementary considerations of humanity’”.51 Without making such an explicit reference,
the Court appears to consider the principle of distinction therefore to be at the level of
jus cogens, or at the very least, of a higher order52 when it considered them to
“constitute intransgressible principles of international customary law”.53 It is not
important whether the principle of distinction has reached the status of jus cogens.54 In
addition to the ICJ, the Eritrea-Ethiopia Claims Commission found that Article 48 API to
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be an expression of customary international law.55 It appears thus evident that the
principle of distinction has become a rule of customary international law.56

Even though on this basis the principle appears clear, there are nevertheless a
considerable number of difficulties in practice in cases where a target can be both
civilian in nature as well as military in nature. The most often cited example for such
targets include bridges which are used for civilian purposes, but by which may also be
used to supply military units.57 Other such installations include broadcasting stations or
the energy network.58 As pointed out above, while the textual basis for the distinction
between civilian and military targets appears clear, realities on the ground oftentimes
leave ambiguous whether a target is legitimate or not.

Even when a decision has been reached to carry out an attack, the principle of
distinction requires that it be carried out with weaponry that are not indiscriminate – a
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prohibition that either derives from specific – if applicable – treaty law or more generally,
customary international law rules.

Furthermore, military objectives are considered to be those that by “nature, location,
purpose, or use make an effective contribution to military action and whose total or
partial destruction, capture, or neutralization, in the circumstances ruling at the time,
offers a definite military advantage”.59 Only when both the specific characteristic (i.e.
that “nature, location, purpose or use make an effective contribution to military action)
as well as the damage or neutralization offers a military advantage at the time is an
object a military one for the purposes of AP I. Each of these elements can be further
clarified.60 The term “nature” more closely describes the military significance of a
particular object, which could consist of weapons, depots or command posts.61 The term
“location” is a reference to a geographic space that has “special importance to military
operations”.62 An example for a particular location may be a river crossing or a mountain
pass, i.e. a place which possesses important characteristics without which a military
advantage cannot be gained or is considerably harder to obtain. When an object is to be
used for military reasons in the future, the object qualifies as a military objective through
“purpose”.63 Finally, “use” means that the enemy is presently utilizing an object
militarily.64 The element of use makes clear that the international humanitarian law
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incorporates a dynamic element in that civilian objectives may become military ones if
they are being used by the enemy for military ends. It is clear that in these situations
there are heightened requirements in order for an attack commensurate with the
requirements of Article 52 (2) AP I. The weighing and balancing that must take place in
these instances requires a higher level of analysis compared to situations in which an
attack would be directed only against military objectives or combatants. In analogous
fashion, the same applies to individuals who, though once civilian, can potentially be
considered to “directly participate in hostilities”.65 Another element of the principle of
distinction is that attacks must be specific so as to treat “as a single military objective a
number of clearly separated and distinct military objectives located in a city, town,
village or other area containing a similar concentration of civilians or civilian objects.”66

The following example may shed light on this problem as well as the problem of the
differing values that individuals may place on a particular element of the analysis. In this
context, it should be borne in mind that it is often unclear what constitutes a breach of
international humanitarian law. One author describes a situation in which a high-ranking
general, after having watched two hours of footage streamed into his office on a
different continent gave orders to destroy a compound. He gave the order despite the
presence of civilians, because insurgents entered and left openly carrying weapons.67
The presence of insurgents should have been a signal to the civilians, according to the
general, that the compound was now a legitimate – and at least according to his
65
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analysis: a legal – target. This is a good example of the problems that the principle of
distinction – and in this case the principle of proportionality – carries with it: if a highranking general interprets the international humanitarian law provisions in an – at the
very least – debatable manner, it is far from clear whose analysis should be used to
formulate a code that would eventually determine the outcome of an attack in similar
situations.

This is even more important given the increased complexity that today’s conflicts and
the conflicts of the future pose. As the traditional battlefield is being replaced by a battle
space with a much higher degree of complexity combat operations are no longer
confined to a particular area, but rather operations occur at different times or
simultaneously, in different geographical areas and by different means.68 Because of
this increase in complexity in which military and civilian objects become increasingly
used by combatants and because combatants become increasingly intermingled with
civilians, distinction becomes ever more crucial. At the same time, targets are
increasingly found in populated areas – making distinction more difficult. For the
purposes of UMS, it is therefore imperative to determine a priori how well a UMS can
distinguish between civilians and civilian objects on the one hand and combatants and
legitimate military objectives on the other.
68
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In the case of AWS this means that the underlying software would have to be able to
determine whether a particular target is civilian or military in nature.69 Moreover, the
AWS would have to be programmed so that it also takes account of the requirement
that in cases of uncertainty it would abort the attack.70 A number of weapons today are
capable of determining – based on pre-programmed characteristics, such as shape and
dimensions – a target’s military nature.71 Once a sufficient number of characteristics of
the target have been reconciled with the pre-programmed version, the weapon system
can initiate an attack. This type of matching is mechanical, based on quantitative data
and even if one were to argue that there is still an unacceptable amount of ambiguity, it
appears that the recent advances regarding this technology will enable such systems to
function with the required accuracy in the near future for certain types of targets.72 With
respect to individuals, the situation is much more problematic. Without going into the
details of the debate, it would be important to program software so that a system can
distinguish not only civilians and combatants, but also civilians from those that take
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“active part in hostilities”.73 While this is difficult enough for humans, it may be – at this
time – impossible for an AWS as this is again a move away from quantitative to
qualitative analysis.

One example74 may be a potential counter-insurgency operation in a village, the
inhabitants of which belong to a group the members of which carry a dagger, the
kirpan,75 although purely for religious reasons and not as a weapon. After receiving a tip
that insurgents are hiding in a home, a unit attempts to enter a home although
unbeknownst to the soldiers no insurgents are present. Just as the soldiers are about to
enter the compound, some boys carrying the kirpan are running after a ball that one of
them kicked towards the gate. When the soldiers enter the compound the father realizes
the situation and screams towards the boys – in a language that the soldiers do not
understand – to stay away from the gate and moves towards the gate to protect his
children. One would expect that a human is able to interpret the situation in a way that
indicates that these individuals are not a threat, but realizes the situation for what it is,
i.e. two children chasing a ball. On the other hand this could also be interpreted as two
quickly approaching targets carrying a weapon, with another potential target running
towards the unit in an agitated and potentially threatening manner. It becomes clear that
the ability to distinguish these two interpretations is crucial in combat. Distinguishing a
73
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weapon from a cultural or religious symbol, distinguishing a person in fear of his
children with an agonized face from someone with a threatening face, distinguishing the
children playing rather than being a threat requires cognitive abilities that – at least at
this stage – far surpass the abilities of robotics. The requirements for this capability are
especially demanding because at stake are human lives or at the very least human wellbeing should the situation be interpreted according to the second scenario just
described.

Other examples that could elicit similar erroneous responses may be children who are
forced to carry weapons76 and who, for a system flying at even low altitude, may look
like combatants. It is also clear that situations may arise where seemingly innocuous
behavior may trigger a preprogrammed attack. An individual carrying a rifle may be
hunting or carry such a weapon for protective purposes. This is not at all uncommon
and while in such instances mistakes could equally be made by humans, these
situations are very context dependent. Thus, already at the stage of the principle of
distinction, qualitative elements become an important part of the analysis and a mere
reliance on quantitative factors is no longer sufficient.
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3. The Principle of Proportionality
The principle of proportionality creates similar – and potentially even greater –
challenges. The reason for this can be formulated as follows: proportionality is a term
that cannot be defined in the abstract, but rather the determination of whether an attack
meets the requirements of the principle of proportionality depends on the particular
circumstances of the attack.77 This is further complicated by the fact that almost every
object, even though it may not be a military one in nature, can be transformed into a
military one.78 In this sense, AWS take the challenges that UAVs are currently facing
considerably further: while removing the individual combatant from the battlefield is in
itself not unproblematic as evidenced by the debates surrounding drone strikes,79 AWS
remove a combatant from the decision-making process over a particular situation
altogether. This shifts the burden of the decision-making progress. It is no longer a
combatant (be it the pilot in the case of manned aircraft or the operator in remote
controlled drones) that triggers the launch of weapon, but rather, in the case of fully
autonomous weapons, the decision shifts to the programming stage of the AWS system
software. It is at this stage where the decisions that would otherwise be left to
individuals would have to be made in an anticipatory fashion, including that of whether
an attack is proportional or not.
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Some of the issues that can be expected to emerge are the following: (1) Can it be left
to AWS to make decisions over whether to attack and if so with what type of weapons?;
(2) if the answer is affirmative, what limitations does the proportionality principle place
on their use?; (3) what precautions must be taken to avoid breaches of the
proportionality principle in situations that remove the decision-making process from
immediate human supervision?; (4) whose judgments flow into the a priori determination
over whether a particular attack is proportional?;80 and (5) can formulaic, softwarecompatible rules be crafted so that important elements in determining proportionality
can form part of the equation? Each of these questions will have to be clearly answered
prior to the deployment of an AWS and at least at this stage it is far from certain that
these conditions can be met.

Versions of the principle of proportionality have been in existence for a long time. St.
Thomas Aquinas introduced the principle of double effect previously which contained an
early version of the principle of proportionality.81 Grotius posited that for the sake of
saving many one “must not attempt anything which may prove the destruction of
innocents, unless for some extraordinary reason”.82 The St. Petersburg declaration
contained language to the effect that because the “the only legitimate object which
States should endeavour to accomplish during war is to weaken the military forces of
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the enemy […] this object would be exceeded by the employment of arms which
uselessly aggravate the sufferings of disabled men, or render their death inevitable”.83
Similar rules were put in place – sometimes in a binding fashion, sometimes in a nonbinding fashion – until the middle of the 20th century.84 But it was not until the adoption
of the AP I to the Geneva Conventions of 1949 in the late 1970s that the principle of
proportionality – although without using that particular language – was specifically
included in a binding and wide-ranging document.85

The principle of proportionality does not find explicit mention in AP I, but rather finds
reflection in a number of provisions, most importantly in Article 51(5)(b) and Article 57(2)
AP I. The former prohibits an attack the results of which would be excessive in relation
to the military advantage anticipated. Specifically, the provision states:

“5. Among others, the following types of attacks are to be considered as
indiscriminate:
[…]
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(b) an attack which may be expected to cause incidental loss of civilian life, injury
to civilians, damage to civilian objects, or a combination thereof, which would be
excessive in relation to the concrete and direct military advantage anticipated.”86

This provision functions as a general protection for civilians against non-discriminatory
attacks, but it obviously fraught with problems through the use of the terms
“excessive”.87 It is not clear what this term means in the abstract and can only be
determined in the specific circumstances of a particular situation.88 In order to minimize
the legal exposure of commanders, Article 57(2) AP I – itself reflective of numerous
proportionality concerns – was introduced. It refers to precautions that must be taken
with respect to avoiding or minimizing incidental loss of life or injury to civilians and
damage to civilian objects,89 or with respect to attack the civilian loss of life, injury or
damage would prove to be “excessive in relation to the concrete and direct military
advantage anticipated”.90 It is again, through the insertion of the term “excessive” not
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clear what this means in the abstract, but rather has to be determined on a case-bycase basis. This choice of wording is a result of the tension mentioned above, between
the competing interests during armed conflict: gaining military advantage, while
protecting the civilian population.91

Importantly, what has to be weighed against one another in this context are the
following elements. On the one hand, there may be incidental loss of civilian life or
damage to civilian objects. However on the other hand, one has to weigh not the actual
outcome of the attack, but rather what had been the anticipated result of the attack.
What has to be taken into consideration therefore is the potential military advantage that
could be gained in the mind of the attacker.92 Importantly, it may be permissible to inflict

(iii) refrain from deciding to launch any attack which may be expected to cause incidental loss of
civilian life, injury to civilians, damage to civilian objects, or a combination thereof, which would be
excessive in relation to the concrete and direct military advantage anticipated;
(b) an attack shall be cancelled or suspended if it becomes apparent that the objective is not a
military one or is subject to special protection or that the attack may be expected to cause
incidental loss of civilian life, injury to civilians, damage to civilian objects, or a combination
thereof, which would be excessive in relation to the concrete and direct military advantage
anticipated;
(c) effective advance warning shall be given of attacks which may affect the civilian population,
unless circumstances do not permit.”
91
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extensive civilian casualties if at the time of the attack the concrete and direct military
advantage was not excessive in relation to the casualties inflicted.

This tension was pointed out in a 2000 report to the International Criminal Tribunal for
the Former Yugoslavia (ICTY) Prosecutor, which addressed the difficulty in applying the
principle of proportionality and professed that ‘[o]ne cannot easily assess the value of
innocent human lives as opposed to capturing a particular military objective’.93 Some
have suggested that the discrepancy between loss of life / injury / damage to objects on
the one hand and the direct military advantage anticipated must be clearly
disproportionate.94 The insertion of such a requirement does nothing to solve the
problem – and if anything, adds further confusion as the language is simply not
supportive of such an interpretation.95 The fluidity that characterizes the principle of
proportionality raises another question, namely whether a singular set of proportionality
assessments actually exists which could thus be programmed. The answer to this
question is obviously negative and it is clear that a military commander may arrive at
different conclusions in different situations and would most certainly differ in that
assessment from a human rights lawyer. Or, as one commentator put it, “[p]roportion is
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an elastic concept, but not indefinitely elastic”.96 And while it is clear that combatants
must have some discretion in deciding whether an attack is proportionate, that
discretion is not unfettered.97

It is not necessary to decide this long-running debate at this point. What is important for
present purposes is the question of how autonomous UMS could potentially carry out a
proportionality determination. As has been pointed out elsewhere, proportionality plays
a role in a variety of stages of attack:
“[P]roportionality is a factor in the selection of the target. If civilian losses are
inevitable, because of either the intermingling of civilian and military targets or
the dual character of the target itself, these must be balanced against the military
advantage. […] [T]he means and methods of attack must be assessed. Some
weapons are more likely to involve indiscriminate damage than others. Aerial
bombardment makes the distinction between combatants and noncombatant
more difficult and thus, in some circumstances, may be a disproportionate means
of achieving the military objective. Finally, even if these requirements are met,
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the conduct of the attack itself must not be negligent and involve unnecessary
civilian casualties.”98

It should be borne in mind here that what was said about the principle of distinction
applies equally in the case of the principle of proportionality. First and foremost, the
principle of proportionality has attained the status of customary international law.99 In
addition, the increasing complexity of today’s battle spaces, as opposed to the
battlefields of conventional wars in the past, make determinations of proportionality
even more complex. As one commentator puts it, “[t]he more nebulous the military
objective is, the greater the need for caution in use of the weapons likely to cause
‘excessive’ collateral damage to civilians or civilian objects”.100

All of these considerations refer to qualitative assessments rather than those of a
quantitative nature. As some commentators observe, the principle of proportionality
“clearly highlights the difference between quantitative and qualitative decisions and the
need for human decision-making”.101 Whereas it is generally accepted that machines
are good at making quantitative calculations, humans are better adapted to making
these types of decisions which are by nature subjective.102 As has been pointed out by
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a number of authors, the problem lies in the fact that it is difficult to assign a value to the
destruction of e.g. a tank in exchange for the killing of civilians.103 Since there are –
often constantly changing – variables on both sides of the equation and since the
balancing of values depends on the individual making that calculation, it is by its nature
subjective.104 This subjective interpretation of the provision has been criticized as
allowing for abusive justifications which are ultimately hard if not impossible to disprove.
Cassese for example at the time argued for an objective standard105 and while the
standard may have been desirable, the wording of Article 51 AP I does not contain such
a more objective reference.

For AWS, proportionality considerations play a part in all of these stages as well. With
respect to target selection the program would have to be designed so as to anticipate all
potential decisions, either by programming them in or by designing decision rules that
are capable of making such decisions with a myriad of factors to be weighed.
Concerning the second element, i.e. the means to be employed, an AWS would have to
determine which weapon would have what type of effect under any given
seemingly unlikely that machines will be able to make these decisions reliably for the foreseeable future.”
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circumstances. The question to be asked thus is whether there are other weapons or
means available at the particular moment in time that would cause less suffering while
still capable of achieving the same goal. While this may be easy in the abstract, the
close proximity of civilians in modern battle spaces and the constantly shifting
circumstances may make this determination much more difficult than it first appears.
Finally, an AWS would have to be capable of determining the extent of civilian losses
that are acceptable in any given situation. In either of these determinations the lack of
important information would have to trigger a veto so as to abort the mission or an AWS
would have to ask for human input for determining whether and if so, how to conduct a
particular mission.106

As pointed out above, there is no clear formula for either of these determinations and
given that even after a considerable passage of time and a considerable amount of
discussion there is no agreement over this element between the countries, it appears
curious at best and potentially naïve to believe that quantitative analysis would yield the
correct results. At least at this stage – and because of the problems outlined above
regarding qualitative considerations in the context of proportionality considerations this
may be true not only for the foreseeable future – it therefore is evident that despite the
impressive advances in computing technology the use of AWS would be limited to such
an extent as to render them ineffective for the large majority of operations. This means
that AWS that are fully autonomous may only be used in situations in which a target is
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remote and the situation appears with the potential for minimal civilian involvement, i.e.
in cases of certainty over such circumstances at the beginning of the mission.107 This in
turn would preclude the use of AWS in all other situations which constitute the very
large majority of cases, especially in today’s more complex battle spaces. More than
any other area, this aspect of the legal framework is a subjective one. Military
experience as well as legal expertise is essential to decision-making in this context.

4. AWS and Individual Responsibility
Throughout the history of organizational responsibility, it has more often than not been
the case that individuals who either fought or guarded the front lines were held
accountable for their actions rather than their superiors. This is true for military
operations as well as for police action. The problem in these instances have regularly
been that the direct participants in criminal acts oftentimes held positions with relatively
little power, yet those that designed the system were often able to evade criminal
responsibility. This changed somewhat with the trials of the Nuremberg and Tokyo
tribunals after WW II when a number of high-level officials were prosecuted, yet even in
more modern times, this phenomenon persists. There are many reasons as to why
holding individuals responsible for crimes committed in the battle space is important.
While one of the foundational ideas of armed conflict is that wounding or killing other
individuals – unlike in times of peace – is permissible, egregious behavior is
nevertheless sanctioned for reasons of reciprocity, deterrence and morality.
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The introduction of AWS creates paradoxical situations in which those who plan a
military operation are further removed from the actual combat operation.108 An
additional layer, the code upon which an AWS bases its decision, has been introduced
into the equation. It is far from clear how that challenge will play out in future combat
operations in which it can be presumed that breaches of the international humanitarian
law will take place.109 While military planners insist that a human will remain in the
loop,110 it appears clear that the current mode of operation, i.e. through remotely
operating those vehicles will be replaced by less direct oversight mechanisms. Several
models project that an operator no longer commands individual combat vehicles, but
rather that one operator is responsible for a much larger force. These plans are partially
due to projected budget constraints and their technical feasibility. It is also not
inconceivable that the time period for reacting to a particular cause of action that an
AWS has determined to take cannot be overseen by an operator directly. In such
instances, the question over who is criminally responsible becomes especially acute.
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One of the most important problems that the introduction of AWS into the modern battle
space poses is the question of how to establish criminal responsibility when most legal
systems require the showing of intent, with some others adding a requirement of
showing individual guilt. At least one commentator has argued that because of the
absence of justly holding an individual criminally responsible, it would be unethical to
use AWS in warfare.111 This becomes especially important in situations where the
action of a human being would constitute a war crime. By way of example, picture an
AWS firing at a target despite its civilian nature or in a situation in which soldiers have
been wounded to such an extent that they are no longer capable of fighting. The AWS’s
algorithm may have been programmed to act in such situations for a variety of reasons,
including a calculation that the costs of watching over the soldiers may be too high in
comparison to the utility of the AWS in other parts of the battle space or because it was
programmed to instill fear in onlookers.112 In addition, it should be borne in mind that
traditional deterrence factors do not work vis-à-vis an AWS. It can neither be punished
nor does it possess any form of moral agency.113

That being the case, there is a range of actors that could be addressed in determining
whether command responsibility could arise. Setting aside the objection against holding
non-humans responsible, one could try to hold the program or the robot itself
111
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responsible. In this context it should be pointed out that an AWS may be the cause for
harm,114 yet it is questionable to attribute blame for that action to an entity that does not
possess moral agency. For most legal systems, criminal culpability requires possessing
some form of moral agency, which in the case of AWS does not exist.115 As one author
puts it, attempting to impute moral agency to non-humans “offends not only the notion of
the rule of law, but also the more visceral human desire to find an individual
accountable”.116 In addition, there is the question of how an AWS could even be held
accountable. Even if were AWS that possess intellectual abilities – apart from using
algorithms to act in a discretionary manner – it is questionable whether a machine will
ever be able to suffer from any form of punishment, whatever form that may take.
Practically, one alternative may be to shut off the individual AWS though in all likelihood
the problem would be prevalent in all AWS that are based on the same code. It is
readily apparent that the high costs involved would make the shutting down of an entire
fleet of AWS based on the same code, highly improbable. These considerations show
that, at least for the foreseeable future, the idea of holding the machine itself
responsible may be theoretically possible, but there is little likelihood of this occurring.
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Alternatively, it may be possible to hold accountable the scientist or programmer who
developed the software upon which the robot relied. The design of the software, after
all, will ultimately be the foundation upon which the robot makes its determinations.
Leaving aside the situation in which the programmer acted with mens rea, responsibility
for a programmer’s action would have to be negligent. However holding a programmer
responsible for negligence may be a contentious premise given one of the core
characteristics of autonomy: if an AWS is supposed to act according to its code and in
truly autonomous fashion, it must be able to make discretionary decisions. It may not be
possible to predict the behavior of the AWS software in all its manifestations given the
changing nature of the battle space. Responsibility for negligence can be assumed only
for as long as the AWS is not designed to learn independently from past behavior or in
situations in which the designers can be proven to have acted negligently in supervising
the development of the AWS software when it comes to discretionary decisionmaking.117

As a third option, one can turn to the military officers who set parameters for a given
engagement. This would be commensurate with the existing attribution mechanism in
which aberrant behavior of a weapon system is nevertheless attributed to the officer in
charge. This could be the case in which the weapon system can be set to a specific
target and if the circumstances were foreseeable at the outset of the mission. This type
of situation however does not reflect the characteristics of when AWS would be
deployed. Their advantage over automated systems is specifically that a target does not
117
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necessarily have to be pre-programmed, but rather that the decision-making process is
independent and leaves room for discretion. In the former situation, i.e. when an AWS
can engage more or less indiscriminately, the individuals who set such parameters will
likely be considered responsible for reasonably foreseeable violations of law the robot
causes. The latter situation however creates a number of complications. It appears
almost certain that soldiers on the frontline who deploy an AWS will not be able to fully
assess the complexities of the software upon which an AWS is built. This would lead to
the paradoxical situation to potentially hold individuals accountable for actions that they
had no control over, a risk that actually grows with a higher degree of autonomy.118

Finally, it may be possible to investigate higher-ranking military or civilian officials for
their action or inaction regarding the testing of AWS. Under Article 36 AP I, states are
under an obligation “to determine whether its employment would, in some or all
circumstances, be prohibited by this Protocol or by any other rule of international law
applicable to the High Contracting Party”.119 This obligation applies during the “study,
development, acquisition or adoption of a new weapon, means or method of warfare”.120
The provision’s aim is to “prevent the use of weapons that would violate international
law” and to “impose restrictions on the use of weapons that would violate international
law in some circumstances, by determining their lawfulness before they are developed,
acquired or otherwise incorporated into a State’s arsenal”.121 There is little state practice
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as to the precise ramifications of this provision.122 The provision largely leaves it to
states as to how they analyze “whether the employment of a weapon for its normal or
expected use would be prohibited under some or all circumstances”.123 While there has
been rigorous debate about the meaning of this provision,124 it is clear however that
there is no requirement to hold an individual criminally liable for their action or inaction
regarding this provision.

It is important in this context to recall that the situation between AWS on one hand and
remotely operated and automated systems on the other are markedly different. In the
case of the latter, human input remains a crucial element, while AWS operate in an
autonomous manner. Remotely operated and automated systems retain the possibility
to assign individual responsibility. The situation for AWS however is different, as the
“premise underpinning automation is that the operation of the relevant device is capable
of being accurately predicted based on the programming and commands inputted”,
while AWS are built on self-selecting and self-determining systems.125 There is still the
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possibility of deviant behavior in those situations, which may be attributable to aberrant
behavior by the command programmers.126

IV. Ethical Challenges to Autonomous Weapon Systems
One essential question concerns the issue of the dehumanization of armed conflict
along the ethical dimension. From its inception, IHL was underpinned by an attempt to
make armed conflict more humane. And while these chivalristic notions may never have
been realized, there are moral and ethical implications when considering the use of
UMS that should be resolved before deploying this new type of weapon.

The bombing campaigns in the Balkans in the 1990s or Iraq in the first decade of the
21st century may serve as examples. While the latter was followed up by the use of
ground forces, both conflicts are characterized by a considerable reluctance to deploy
soldiers in ground operations. This was especially true with respect to Kosovo. A
bombing campaign ensued over a few months that led to the end of the conflict. The
option of conducting operations “surgically”, purportedly with a high degree of precision
was much more attractive for decision-makers than the messy and much more
dangerous nature of committing ground troops into action. As a consequence, the
operation was entirely carried out by airplanes, removing humans to a considerable
extent not only from harm, but also from the battlefield as such. UMS remove the
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human input further from the battlefield. Under this scenario it is no longer necessary to
send pilots on bombing campaigns, as was the case in Kosovo. It will also no longer be
necessary to employ a “pilot” for a particular drone. Rather, a UMS will operate
according to the code that functions as its basis. The responsibility therefore shifts
elsewhere, as outlined above, namely to the software engineer or those who advise a
software engineer who – today – is not considered to be a combatant, to the testing
units, to those overseeing a particular tactical situation or the military commanders /
political leadership.

One of the most vocal proponents of this move suggests that the outcome of such a
development is beneficial from an ethical perspective: “This effort has an over-arching
goal of producing an ‘artificial conscience,’ to yield a new class of robots termed
humane-oids—robots that can perform more ethically in the battlefield than humans are
capable of doing.”127

1. Dehumanization through Removal of Individual from the Battlefield?
One potential problem posed by the dehumanization of killing consists of lack of
distance and separation from actions even through the use of unmanned drones.128
Engaging an enemy within the framework of international humanitarian law through the
drone isn’t necessarily a problem, but it can easily become one. An example often
127
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referred to in this context is the firebombing that took place during WW II. The physical
distance and technical aspect of their task is said to remove pilots to an extent that
enabled them to carry out their missions – which, with closer proximity to the battlefield,
they would not have carried out. As distance increases, it becomes psychologically
easier to commit an act which an individual would not otherwise be willing to do.129 This
is due to the fact that humans have a reluctance to kill one another and the physical as
well as psychological distance that long-range weapon systems have brought about,
combined with the technological nature of today’s combat operations where the direct
impact of an individual’s action is increasingly less visible, has circumvented this innate
reluctance.130 Other advantages include the lower number of human casualties in war
by placing robots in harm’s way instead of human beings,131 reducing the destruction
associated with armed conflict by potentially more precise machines as well as the
reduction in the accidental targeting of civilians or other non-combatants if the machine
was powerful enough and sophisticated enough to make accurate determinations.
Human error is often the cause of accidentally engaging friendly forces or civilians, so
129
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removing the human (and human emotions) from the equation could be potentially
beneficial.

However, problems have been reported in the use of the current generation of UAVs
because individuals no longer fight on the battlefield and are stationed close to home,
making it psychologically difficult to separate between these spaces. It is no longer
possible to leave an experience behind through the distance that is being created by
traveling home. AWS change this paradigm even further. While the physical distance
may not be greater, the psychological distance no longer plays a significant role. In
contradistinction to automated weapons, such as missiles and rockets which may alter
their course, but have only one purpose, the role of AWS is different. Human operators
may oversee their action, but the very essence of an AWS is its ability to act on its own
and make decisions on its own.

Not all human participation however is eliminated. In an indirect manner, individuals
stay in the loop. The decision-makers over the parameters of the software essentially –
though not in real time – determines the operation of an AWS. Instead of an individual
making real-time decisions, it is the software that does so. Ultimately, the persons
responsible for maintaining and employing the AWS (or fighting alongside them) may be
targeted either by human beings or machines operated by the opposing side, potentially
broadening the scope for who would be considered to be a combatant. It is possible this
concern could keep the desire to protect human life sufficiently relevant to avoid

reducing historic gains in international humanitarian law. However it is also possible that
humanitarian concerns could become significantly less important as there would be less
tangible loss of life, especially in the developed states that can afford this technology.

2. Ethical Robots?
Various arguments are put forth to make the case for an increased use of AWS as their
use will lead to increase of the ethical behavior on the battlefield.132 Unlike humans, an
AWS does not have a need to protect itself. Since AWS are emotionless, nothing can
“cloud their judgment”.133 Walzer made a similar observation, namely that “fear and
hysteria are always latent in combat, often real, and they press us toward fearful
measures […].”134 Moreover, wider use of AWS would take the human psychological
element of “scenario fulfillment” out of the equation. This is believed to have contributed
to the downing of flight 655 by the USS Vincennes in 1988.135 “Scenario fulfillment”
leads to distortion or neglect of contradictory information in stressful situations, where
humans use new incoming information in ways that only fit their pre-existing belief
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patterns, a form of premature cognitive closure.136 The official Department of Defense
report subsequent to the incident remarks finds that “[s]tress, task fixation, and
unconscious distortion of data may have played a major role in this incident” and that
the personnel “became convinced [that] track 4131 was an Iranian F-14” rather than a
civilian aircraft.137 Based on this information, the operator “appears to have distorted
data flow in an unconscious attempt to make available evidence fit a preconceived
scenario”.138 The design of AWS is such that they are not vulnerable to such patterns of
behavior. The proponents argue that since they are not prone to disregarding new
information because of the distortions that “scenario fulfillment” leads to, they are better
capable of handling situations in which new information may be contradictory to
previous information.139

Due to the increase in sensory abilities, AWS will have the ability to observe a large
number of relevant aspects. Today’s UAVs e.g. have a much longer “loitering time” over
a particular area (up to 40 hours). Even if they cannot observe everything, their abilities
are certainly greater than those of their human counterparts with respect to data
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absorption and data analysis140. Data can arise from multiple remote sensors and
intelligence (including human) sources, as part of the Army’s network-centric warfare
concept and the concurrent development of the Global Information Grid.141 This
development can be expected to continue, summed up by one commentator: “[m]ilitary
systems (including weapons) now on the horizon will be too fast, too small, too
numerous and will create environments too complex for humans to direct.”142

This leads to a question, the answer to which may be crucial in the development of
AWS. Is it possible to devise an AWS that would be responsive to the requirements of
international humanitarian law and the underlying ethical requirements? The question
over whether it is possible to create code that would allow this is hotly debated. Arkin
suggests the creation of an “ethical governor”, a piece of program that would allow the
determination of whether a particular action by an AWS would be unethical, and if so,
would alert a human operator or constrain the action that would otherwise have been
carried out.143 The “ethical governor” would “not involve emotion directly […] as that has
been shown to impede the ethical judgment of humans in wartime”.144 Rather, he
proposes the introduction of an element akin to guilt which – over time, but not in
specific situations – can be re-programmed after a proper assessment of the system’s
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behavior has been carried out.145 At the initial stage however, the role of emotions (and
with it, the attribution of intentions to an action – is the running of children towards a
group of soldiers which what looks like a weapon truly a threat or are they chasing a
soccer ball?) is diminished and the “ethical governor” will evaluate the options available
to it in light of the options available to it, with the guilt censor rejecting certain action as it
sees fit.146

There are a number of principled objections against this view, one of which is
recognized by Arkin himself, though there are others which I will turn to later. Arkin
himself realizes that IHL requires a certain level of compassion (in other words:
proportionality in that no more harm than necessary is inflicted), which is difficult to build
into the AWS.147 However, by abiding by the other rules of IHL he believes that a thick
enough web of rules is created and being followed that creates this compassion (or
proportionality). However, as was shown above, the widespread use of proportionality
throughout IHL begs the question why they exist to begin with if the other rules were
indeed capable of creating the web that Arkin presumes to exist.

Furthermore, while one can argue whether human problem solving in socially complex
situation should be the model of AWS design, human emotion has been shown to be an
important element in the process of human decision-making through experiments
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involving functions in certain parts of the brain.148 It is precisely in such situations where
the ability to empathize with a situation becomes important as they may play a
constructive or even decisive role in determining which of the options available at any
moment in time an individual will actually take. One instructive example involves
experiments with individuals that lack certain brain functions associated with emotions.
The lack of these functions, associated with damage in the prefrontal cortex would in
those situations most likely lead to disastrous results. In the situation described above,
a non-empathizing soldier may open fire, while a fully functional individual may have the
cognitive ability and empathetic reaction to not do so. The defect with Arkin’s argument
is that the AWS’s decision-making process would lead it to a particular course of action,
which may involve the use of force. If the “ethical governor” was designed to block this
behavior in this situation or situations of a similar nature, that veto will prevent the action
from occurring. The problem then becomes much clearer: the underlying assumption is
that emotions do not play a role in the filtering process of what options are being
considered in the first place.149
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Some authors also claim that when working in combination with humans UMS may
have the ability to reduce the number of unethical behavior by humans through
reporting mechanisms. They could be programmed to have the capability of
independently and objectively monitoring ethical behavior in the battlefield by all parties
and reporting infractions that might be observed.150 Even their presence alone is
expected to lead to a reduction in human ethical infractions.151 The question that must
be answered of course is whether this could or should be the benchmark for ethical
behavior? Arkin argues that AWS would be able to do the same tasks in a more ethical
manner. Arkin’s argument relies partially on a recent – and somewhat disturbing –
report published from the Surgeon General’s Office in 2006 supports the argument that
unmanned combat systems may undoubtedly play a vital role in enforcing many of the
ethical challenges that occur during combat.152 According to the report, appropriate
ethical behavior among Soldiers and Marines deployed in Operation Iraqi Freedom and
Operation Enduring Freedom appear to be questionable, despite a large number of
soldiers and marines reporting that they received adequate training.153 Some of the
findings include:154
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1. Approximately 10 percent of Soldiers and Marines report mistreating
noncombatants such as, purposely damaging or destroying civilian property when not
necessary or hit/kicked a noncombatant when not necessary.155
2. Only 47 percent of Soldiers and 38 percent of Marines agreed that
noncombatants should be treated with dignity and respect.156
3. Over one-third of Soldiers and Marines reported torture should be allowed in
order to save the life of a fellow Soldier or Marine or to obtain important information
pertaining to the enemy.157
4. 45 percent of Soldiers and 60 percent of Marines did not agree that they would
report a fellow Soldier or Marine if he had injured or killed an innocent noncombatant.158
5. Only 43 percent of Soldiers and 30 percent of Marines agreed that they would
report a unit member for unnecessarily damaging or destroying private property.159
6. Less than one-half of Soldiers and Marines would report a team member for
unethical behavior.160
7. 28 percent of Soldiers and 31 percent of Marines reported ethical dilemmas in
which they did not know how to respond.161
8. Immediate loss of a fellow Soldier or Marine during extreme violence was
associated with an increase in ethical violations.162
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Based on this, Arkin argues that if it were possible to program an AWS that behaves
better than those numbers it would be unethical not to employ an AWS as opposed to
the soldiers that display such behavior.163 One doesn’t need to be a philosopher to
understand the consequentialist or utilitarian argument that is being made here. And
one doesn’t have to be a deontologist in order to at least raise some issues with this
approach. There is a difference between the admission by individuals to having
committed what could amount to war crimes – ex post facto – and an a priori built-in
failure rate which may lead to the commission of war crimes. The former could
potentially be remedied through better education prior to sending individuals into
combat. Furthermore, states are under an obligation to prevent or in the alternative
prosecute war crimes, making it at the very least possible to retroactively punish
offenders. Such criminal sanctions may serve as a deterrent for some.

In addition, the problem with this approach is that it only moves the question further
backward in the design process, without actually solving it. In order to determine
whether an ethically problematic situation even takes place, the AWS would have to be
cognizant of the ethical implications of its actions. It would have to be able to compare
the ethical implications of various courses of actions and decide which of these courses
of action is more appropriate. The dilemma thus consists in the “ethical governor” not
being able to recognize ethically problematic situation in the first place, or it would have
to be able to think ethically on its own – and act accordingly.164 One problem that may
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arise is that such a calculation may be impossible to be carried out in the time period
that is available for the AWS, or because of the short time frame, an AWS may use only
insufficient information to take action.165

This would then require a whole new set of answers to questions such as whether it is
possible to punish an AWS, as punishment requires moral agency.166 It is here where
some researchers claim that the – oftentimes overlaid by an instinctual decision-making
system – deliberative system is what makes humans moral agents. The ability to
cognitively assess a situation allows for “structur[ing] alternative possible futures as
mental representations, and then to choose our actions based on which of the
representations that we wish to become our experienced reality”.167 Based on this,
some argue that the development of such a deliberative system is a requirement for
moral personhood and that the “key to moral responsibility and personhood is the
possession of moral agency”.168
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V. Political Challenges to Autonomous Weapon Systems
It could be argued that the decision to employ more sophisticated technology carries
with it a higher burden for political decision-makers.169 As Stewart puts it, the “perverse
effect for States and the senior civilian and military command echelon who promote the
development and implementation of new technology as a means of ‘casualty free’
warfare is that they may well find themselves with nobody to stand between the actions
of such autonomous systems and themselves when things go wrong”.170 One of the
very real dangers in relying on autonomous systems is a perception of low or no risk
that may be created for those who no longer have to fight in conflicts. In the process, it
has the potential of lowering the costs for political decision-makers to engage in armed
conflict given that the political calculus would not have to take into account the number
of fallen soldiers.

Historically speaking, IHL has been an anthropocentric endeavor. Taking individuals out
of the equation (or no longer retaining them “in the loop” or “on the loop”) by relying
upon computer software could increase the likelihood that a state will resort to force as
its citizens are no longer directly being placed at risk. This development has been going
on for some time now in armed conflicts through the increased reliance of developed
states on bombing campaigns in the late 20th century, e.g. the prolonged NATO
bombing campaigns in the Balkans in the 1990s and US/UK bombing campaigns
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against Iraq. The – relatively speaking – lower risk to its armed forces made the
decision over whether to engage in a conflict politically more palatable to the wider
public and less risky for the politicians involved. In the context of UMS, this pre-conflict
proportionality calculation becomes even more important to take into account.171 A
fundamental impediment to war is the loss of human life, especially the lives of fellow
citizens; casualties are a significant reason why wars are not more common. Sending
an army of machines to war – rather than friends and relatives – may not exact the
same physical and emotional toll on a population.172 Assuming the existence of a just
cause, one could celebrate this new calculus, which more readily permits legitimate selfdefense. However, this reduced cost may, in turn, reduce the rigor with which nonviolent alternatives are pursued and thus encourage unnecessary – and therefore unjust
– wars.

VI. Conclusion
While the predictions made at the end of WW II about the future of air combat was
premature, the advances in computer technology has enabled the development of
weapon systems are designed to act in an autonomous manner. While uncertainties
about the capabilities and the time frame for the deployment of such weapon systems
exist, the inclusion of such weapon systems in the main report for the 31st International
Conference of the Red Cross and the Red Crescent is indicative of the importance of
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this issue.173 It therefore appears short-sighted to dismiss concerns about the legal,
ethical and political implications of the introduction of AWS into the modern battle
space.

The technology to implement such devices is currently either available, or being
developed and tested. In the near future, advanced militaries will have the capability to
employ AWS. The paths they choose to follow could undermine the humanization of
international humanitarian law as described by Theodor Meron in 2000 unless care is
taken to ensure, with a reasonable degree of certainty, compliance with international
legal rules applicable in armed conflict. As has become evident, this will – from a
technological perspective – be either difficult or impossible to achieve. The current
design architecture does not build these concerns in at the front end of such projects to
a sufficient degree. This leads to the question that should be asked and one to be taken
more seriously. Rather than asking how and to what extent AWS can be used and to
maximize their perceived utility, it may be necessary to first answer the question if such
systems should be allowed to harm – and kill – humans in the first place.
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